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SUBJECT: VIDEO SURVEILLANCE CAMERAS
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Purpose:

To establish guidelines for the use of video surveillance technology by ensuring compliance
with the Community Charter, the Freedom of Information and Protection of Privacy Act and
District Records Management requirements.

Scope:

This Policy applies to any video surveillance system operated by or for the District of West
Kelowna that collects personal information in any form. This Policy does not apply to video
surveillance conducted and collected by the RCMP, who are subject to federal legislation, or to
covert (hidden) video surveillance.

Principles:

As an owner of significant public assets that represent a large investment of public money, the
District of West Kelowna wishes to make use of video surveillance systems to better protect
the security of its people, assets and property.

The District of West Kelowna acknowledges that the use of video surveillance may, in some
circumstances, represent an intrusion into personal privacy and does not wish to impair
personal privacy any more than is warranted to provide necessary and reasonable protection
of its property against vandalism, theft, damage and destruction.

Video surveillance systems will be installed only after other less intrusive security methods
have been considered or attempted and have been found to be insufficient or unworkable.

Before implementing a new surveillance system or expanding an existing video surveillance

system, the reason for introducing or expanding the video surveillance is to be provided in
writing and approval must be granted by Council.

Designated Responsibilities:

The Chief Administrative Officer is responsible for the overall video surveillance program.
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The Corporate Officer is responsible for ensuring the establishment of procedures for the use
of video surveillance equipment, including the random audit of such procedures, in accordance
with this policy.

The Corporate Officer or designate is responsible for the life cycle management of authorized
video surveillance systems including, but not limited to, specifications, installation,
maintenance, replacement, disposal, and related requirements, including signage. Equipment
specifications and standards are to follow corporate policy.

Video Surveillance Requirements and Use

Before introducing new video surveillance in any District facilities, parks, or public spaces, the
need for video surveillance will clearly meet the criteria of this Policy and the installation will
conform to this Policy and be approved by Council. When considering the proposal, staff will
provide a report to Council outlining the following:

a) Incident reports respecting vandalism, theft, property damage, and safety concerns.

b) Safety or security measures currently in place or attempted before installing video
surveillance.

c) Safety or security problems that video surveillance is expected to resolve.

d) Areas and/or times of operation.

e) Expected impact on personal privacy.

f) How the video surveillance will benefit the District or is related to District business.

g) How the benefits are expected to outweigh any privacy rights as a result of video
surveillance.

h) How it will protect the security and safety of persons.

Council approval is required for any new video surveillance system. Requests to implement or
expand a video surveillance system in an open public space require a Report to Council
outlining items a) — h) above, and in conjunction with the budget process.

Video surveillance will be in public places only and must be practically minimized.
Surveillance will not take place in areas considered confidential or normally private (ie. change
rooms, washrooms).

Access to video surveillance information is limited to the following individuals or their
designates:

Chief Administrative Officer

Freedom of Information Head

Information Technology Manager

Facilities Manager

RCMP in relation to a law enforcement matter

Use of video surveillance information is to be for the purposes of investigation of an incident in
any public place. Information Technology staff will access the equipment only for the purpose
of maintaining, backing up the software, and assisting with the extraction of the portions of the
data.

Physical and computer related security will be in place at all times to properly secure access to
the recording equipment and video data.

The locations and times of all videotaping and access thereto, must be maintained in logs and
kept current by the relevant operator/viewer. An exception to this may occur when the video
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screen is mounted in a public place with the intention of communicating information to the
general public by live video feed.

Records of video surveillance systems that collect personal information will be protected in
accordance with the Freedom of Information and Protection of Privacy Act.

Video surveillance data or videotapes may not be publicly viewed or distributed as provided by
this Policy and/or the Freedom of Information and Protection of Privacy Act. Video data must
not be altered in any manner, with the exception of saving investigation material related to an
incident on public places or information required for law enforcement purposes. Other than
release to the RCMP, or use for District of West Kelowna purposes in accordance with this
Policy, video surveillance data will only be released on the authority of a warrant to seize the
recorded data for evidence or other Court Order.

Any other requests for access to incident specific information must be referred to the District of
West Kelowna’'s Freedom of Information Head.

RETENTION AND DESTRUCTION

The District of West Kelowna will use a recording system that overwrites data on a continual
basis.

Recorded video data will generally be retained for up to four weeks, depending on the system
configuration, available memory, and the amount of available space within the District's
storage facilities and the type of medium used.

SIGNAGE

It is a requirement of the Freedom of Information and Protection of Privacy Act that individuals
be notified when the District of West Kelowna collects their personal information. As such,
signage will be prominently displayed at the location of every video surveillance camera.

The sign will clearly communicate the following:

a) Warn people that the area is under video surveillance.

b) Legal authority under which the public body is operating (District of West Kelowna)
c) Who is responsible for the surveillance (District of West Kelowna / Corporate Officer)
d) Contact information (District of West Kelowna / Corporate Officer)
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